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Because assessments on critical assets, shared interdependencies, and vulnerabilities can provide an enemy a blueprint of how to attack, these a

ssessments must themselves be protected. Steps 

need to be taken to ensure appropriate safeguards, including possible Legislation 

( see Program 9). 

 

 
Federal Government Departments and Agencies will be required to continuously perform meaningful risk and vulnerability assessments and develop realistic, multi
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Program 8: Outreach to Make Americans Aware of the Need for Improved Cyber-Security 
 
“Action follows understanding.” 
 
The Eighth Program will explain publicly the need to act now, before a catastrophic event, to 
improve our ability t





















 

Chapter 1: The Threat to America’s Critical Infrastructures 
7 

Economic Competitors  
 
According to President Clinton’s 1998 Annual Report to Congress on Foreign Economic 
Collection and Industrial Espionage, a number of countries target U.S. industrial and economic 
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plain mischief making, and their ability to cause significant damage to computer systems has 
greatly increased.  
 

SOLAR SUNRISE 
 

WHAT: Hacking inci
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3. THE PLAN: GOALS AND SCOPE 
 

The Goal of the Plan 
 

The growing threat of highly organized, systematic cyberattack by hostile powers or terrorist 
organizations creates new risks for every segment of our Nation. For businesses, this threat poses 
a danger to business operations survivability, public confidence, customer relationships, and 
investor confidence. For Government, it poses a risk that critical services will not be reliably 
provided. For national security, the risk is that military, intelligence, and diplomatic response 
will be disrupted or compromised.  
 

This Plan outlines steps to reduce these risks to a level acceptable to the American people. 
 

In PDD-63, the President established a national goal that the U.S. would achieve and maintain 
“the ability to protect our Nation’s critical infrastructures from intentional acts that would 
significantly diminish the abilities of: 
 

Ø the private sector to ensure the orderly functioning of the economy and the delivery of 
essential telecommunications, energy, financial, and transportation services. 

 

Ø 0 9 7 2 s . e c t 4  0 . 1 2  0 0   T -
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These existing critical physical infrastructure security programs are also the subjects of a new 
review, which will lead to The National Plan for Critical Physical Infrastructure Protection to 
be issued in 2000. The two plans (Information Systems and Critical Physical Infrastructure 
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Critical Infrastructure Sector Lead Agency 
Emergency Law Enforcement Services 
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In this phase, the ERT: 
 
Ø Found that Agencies experienced the most difficulty in their initial plan preparation when 

addressing research and development needs, resources and requirements, and coordination 
efforts. 
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Cyber-Security Recommended Practices and Standards Milestones 

Milestone Activity Target Date 
1.4 The CIO Council will create an interagency working group on 

Federal information systems security recommended practices 
whose primary focus will be to identify, coordinate, and 
consolidate ongoing government security recommended 
practice activities. The working group shall report at least 
annually to the CIO Council regarding recommendations for 
security practices. The group may also recommend to NIST 
modified Federal Information Processing Standards. NSA and 
NIST will continue to develop recommended practices in 
accordance with the Computer Security Act of 1981ter Secatanda0fTc 70.3 Tw 0  TDtices i267  TD /F2 12  OMPLETED0fTc 7 Tc 0  Tw (1.4) Tj15.12 0  TD-784 0.commend to NIST4
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operated by the General Services Administration (GSA) and working with cooperating 
Federal Civilian Agencies, the FIDNet will link together intrusion detection monitors 
covering critical Federal civilian systems with a central analysis capability of system 
anomalies at GSA. 

 
Ø National Security Incident Response Center (NSIRC): The NSIRC provides expert 

assistance to the national security community in isolating, containing, and resolving incidents 
threatening national security systems. 

 
2.2.2 Coordinated Federal R&D into common challenges facing Intrusion Detection Systems  
 
Continued R&D to advance the tools and techniques for detecting, analyzing, and responding to 
intrusions is key to 
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Ø FIDN37-nsors will ( ) T98.8.08 0  TD 0.872  Tc 0  Twnot( ) TjE20347.569-13 15.3668 0.48 re fB218.8.069529.24  Tf-0.4938  Tc 0.4938  Tw mo Inor traffic tioprivate37-cnor systems or tion y nonnt -
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Support Team (CEST), which will be capable of rapid deployment once full staffing is 
achieved. 

 
Ø Training for Federal, Stat
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The SFS program will provide more then just tuition and a modest living stipend. The students 
will participate in summer work and internship programs at Federal Agencies and participating 
Government laboratories. For students, this experience will provide guidance on where they may 
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Ø teaching entry- and advanced-level teaching skills; and 
 
Ø augmenting and refining a Federally certified curriculum with appropriate lab exercises, AV 

programs, distance learning technology, and programs with results in non-proprietary 
materials. 

 
Three- to five-year evaluations must be instituted in order to promote and assure currency in 
“excellence.” This program will require built-in incentives (i.e.u Tclercental accessr toogrntms, 

tc.), which mayl requirechangets in Federas pr cuegmens paectces.4 Tese istadardms ould then( ) Tj0 -13.68  TD -0.0729  Tc 02.076  Tw  be dicussted withthe broarderindmusary and cardmic commuInitets inthe NuatiorasColloequlumon( ) Tj0 -13.92  TD -0.7916  Tc 0.9096  Tw Informuatio SysteamsSe cuity Educd  
 
Te CIOsCounciln and SA havbe leveopteda complegmentaryeducuatio  programfor senior  

level programsthate drtecllyaddressr he  excuntivsciirecompetlenives
ouncil.4 Te purpose ofmthe CIOsUntivrsity isr toim privsgGovernmens iformuatio systeams 















 

Chapter 4B: Civilian Agency Protection and Government-Wide Initiatives 
76 

legal methodologies and topics extensively. The PCCIP’s findings and conclusions—published 
as —
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Ø Mitigation; 
Ø Response; and  
Ø Reconstitution. 
 
Valuable Application: 
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facilitate interconnection and interoperation among networks; and the people and assets, which 
provide the integrating design, management, and operation. 

 
The DI rests on a foundation of effective information and communications. The DI shares the 
vulnerabilities of the National Information Infrastructure (NII), but due to its defense mission, 
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DoD Components 

Chief Information 
Officer Council 

CIO, CIAO, CIP Functional 
Coordinator for National 

Defense 

ASD(C3I) 
Chief Infrastructure 
Assurance Officer 
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Secretary of Defense 
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Six Critical Infrastructure Protection Activities 

DoD CIP Activities 
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Milestone Activity Target Date 

1.24 

The CIPIS will integrate and reconcile defense sector 
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Mitigation 
 
The actions taken by DoD Critical Asset Owners, DoD Installations, DI sectors, and military 
operators in response to an infrastructure warning of incident.  
 
DoD Critical Asset Owners and installations will develop, train for, and exercise asset
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Accomplishment: Through DoD’s efforts with the NIPC and law enforcement agencies, a 
procedure to share critical infrastructure protection information with the 
private sector has been developed. 
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tactical warfighter capabilities; to network and infrastructure survivability. The Services, NSA 
and DISA all have additional programs that support research, technology, infrastructure, and 
personnel development. 
 
Education, Training, Awareness, and Professionalization (Program 7) 
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Security Service (DSS) implementation mechanisms are appropriately included in existing and 
future international agreements whenever CIP and/or Information Assurance are addressed. 
 
The CIPIS will incorporate international agreements into the DoD CIP process and coordinate 
new requirements. DSS will participate in the CIPIS to provide advice and support for 
implementing international industrial security-related arrangements. 
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Banking Industry Technology Secretariat 
Financial Services Security Laboratory and Testing Process to Promote 

Safety and Soundness in Electronic Banking and Commerce 
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statistics and patterns on the various infrastructures; becoming a clearinghouse for information 
within the various sectors; and providing a library for historical data to be used by the private 
sector and, as deemed appropriate by the ISACs, by the Government.  
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Table 1. Funding for Critical Infrastructure Protection (in millions of dollars)* 

Agency FY1998  
Actual 

FY1999  
Actual 
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Ø Initiative Description 

î What is the initiative, what does it buy or do?   
 

Ø Funding Location—Note the Agency/organization in which the initiative will be 
funded, budget account, the line item within the account, and the program office that 
would administer the program.  

 
Ø Funding Stream 
î 

.  T 0 . 0 7 2   T c / F  D  0   3 0
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NIAP National Information Assurance Partnership 

NIETP National INFOSEC Education and Training Program 
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INVITATION FOR PUBLIC COMMENT 
 
 

 

http://www.ciao.ncr.gov
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